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Knowledge graphs and their embeddings
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Motivation

Mitigating the effect of wrong information in Knowledge Graphs
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Motivation

e Real-world Knowledge Graphs (KGs) may contain wrong information due to:
o Human curation mistakes
o Automated construction
o Data poisoning attacks
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Motivation

e Real-world Knowledge Graphs (KGs) may contain wrong information due to:
o Human curation mistakes
o Automated construction
o Data poisoning attacks

e Fact checking is costly because:
o Rely on trusted reference knowledge
o Evidence retrieval in large KGs is computationally expensive
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Motivation

e Real-world Knowledge Graphs (KGs) may contain wrong information due to:
o Human curation mistakes
o Automated construction
o Data poisoning attacks

e Fact checking is costly because:
o Rely on trusted reference knowledge
o Evidence retrieval in large KGs is computationally expensive

e Unreliable facts can distort knowledge graph embeddings
o Compromise the trustworthiness of downstream!

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?
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How do data-poisoning attacks work?

e Targeted: Add or remove triples to change specific inferences
o Facts and the Al model are assumed to be known in advance!
o Less practical

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?
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How do data-poisoning attacks work?

e Targeted: Add or remove triples to change specific inferences
o Facts and the Al model are assumed to be known in advance!
o Less practical

e Non-targeted: Add noise/remove facts to lower overall performance
o Qur focus in this research

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?
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How do data-poisoning attacks work?

Knowledge Graph
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How do data-poisoning attacks work?
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Knowledge Graph

Embedding Vectors
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How do data-poisoning attacks work?

0
01 1111114
01 000110
10 0111114
11 011001
10 1101101
o0 110100
10 110100
1101001
101111
111011
010101¢
IERERET!
1010011
1100111
000110
0101001
0000011¢
010010
0100101
0110011
101010
110111
010011
1110011
1000011
000001
000011
1000001

Knowledge Graph

Embedding Vectors

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?

00
10010001110010111

101010001111001

9 000011110100000110010100101011
100001100000100011011010001110

000011110100000110010100101011
100001100000100011011010001110
111111101100000111010100101101
000110111111101001110101110000
011111110100000101100001101100
011001100111111100100110011101
110110010000101100101111101101
110100101011101100011111111100
110100111101011110001010100010
110100010000101011100100010011
101111101001001001110011010100
111011101000011010011110100001
010101010011101101101111101000
111111000101110011000100010101
101001001100101110100100010100
110011000010110100000000101101
000110100111000100111000111011
010100010001100001011001010101
000001001101001000001010011001
010010111000110011011101010000
010010000100110011101010111000
011001011011101011100000011001
101010101011011100010100000100
110111111001001011000110011000
010011111000011001101001111010
111001011010100110100100110111
100001000100000110011001010101
000001101010001110001001010011
000011101110101010110001100100
100000001101101011111110110011

7 DICE

Link Prediction

"



HEINZ NIXDORF INSTITUT
PADERBORN UNIVERSITY

How do data-poisoning attacks work?
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How do data-poisoning attacks work?
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=) Add a bit of uncertainty during training
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The Challenge: Noisy training triples

Our goal: Avoid over-confidence
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The Challenge: Noisy training triples
Our goal: Avoid over-confidence

Our approach: Use soft labels during training

26
A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?



Ll HEINZ NIXDORF INSTITUT
(X' PADERBORN UNIVERSITY Q)

9

3 DICE

Soft labels

27
A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?



Ll HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

%

3 DICE

Binary Class Entropy (BCE) Loss

1

LGy =~ 1 D [vilog(i) + (1 — yi) log(1 — 4)]

28
A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?



Ll HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

%

3 DICE

Binary Class Entropy (BCE) Loss
Predicted

e /

LGy =~ 1 Z yilog(§i) + (1 — i) log(1 — i)

29
A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?



';[ HEINZ NIXDORF INSTITUT
12\' PADERBORN UNIVERSITY

Binary Class Entropy (BCE) Loss
Predlcted

2 ~

‘C(ya y) yz log yz) + ]- — Y log ]- o yz)]

Az

Label
Binary: 1.0, 0.0, 1.0, 0.0 ...

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?

30



Ll HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

Label Smoothing (LS)
5 Is & trainingt . Predicted
S a tralning-time reguiarizer.
g /
ﬁ(.% — yzl\ogyz) yz) log 1 — yz)]

Label
Smoothed: 0.95, 0.05, 0.95, 0.05 ...

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?

31



Ll HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

Label Smoothing (LS)
5 Is & trainingt . /Predicted
S a tralning-time reguiarizer.
L:(.% — yzl\ogyz) yz) log 1 — yz)]
Label

Smoothed: 0.95, 0.05, 0.95, 0.05 ...

l—a ift'=t

X ] otherwise

Tail prediction:  ps(t | h,r) = {_
(€1
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Label Smoothing (LS)
5 Is & trainingt . Predicted
S a tralning-time reguiarizer.
g /
L:(.% — yzl\ogyz) yz) log 1 — yz)]

Label
Smoothed: 0.95, 0 05, 0.95, 0.05 ..

. - 1 o) ift' =t
Tail prediction: ps(t | h,7) = 0" therwise

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?



Ll HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

BCE and soft labels
Hard labels Soft labels
BCE Label Smoothing Label Relaxation
1.00
e I [ I R | A* [ I
0.8
E 0.6
O
3
O 0.4
(a
0.2 1
0.0 0.0 0|.0 0.0 010 0_0 _0.05 0.050.05 0.050.050.05

0.0

Labels

Labels
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BCE and soft labels
Hard labels Soft labels
BCE Label Smoothing Label Relaxation
1.00
e 09 0,90
1 I
11 Iy
= L .
= I Iy
S I I
o 11 - Iy
— = I————-oos\"\l' 05007008
00 00 00 00 00 0o 005005005 005005005 °%qg99g3  0.05007%
Labels Labels Labels
uniformly non-uniformly
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How to choose the optimal & value?
a € (0,1
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LS with Bayesian Optimization

e Smoothing ratio may depend on model architecture and training dataset

e We performed 50 runs per model-dataset combination

o Hyper-parameter optimization!
Performance (MRR ) Smoothness ()

0.68 T

0.68

0.679

0.678 |
0.678

0.677 0.677

0.676

0.676

0.675 0.675
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Adaptive Label Smoothing/Relaxation

e Smoothing ratio adjusts dynamically during the training, instead of relying on a fixed value.
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Adaptive Label Smoothing/Relaxation

e Smoothing ratio adjusts dynamically during the training, instead of relying on a fixed ratio.
e Tracks the change in Kullback-Leibler (KL) divergence between predicted and target label
distributions.
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Adaptive Label Smoothing/Relaxation

e Smoothing ratio adjusts dynamically during the training, instead of relying on a fixed ratio.

e Tracks the change in Kullback-Leibler (KL) divergence between predicted and target label
distributions.

min(at + Aa, amax)a if K KLt+1 > KLt

Aty1 —
max(a; — Aa, ayin), otherwise

KL: Kullback-Leibler divergence
Ao : the step size (hyper-parameter)
A min s Omax - hyper-parameters

t: training step at time t
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Adaptive Label Smoothing/Relaxation

Model is presumed to be becoming overconfident
e |Increase &
KL;.1— KL; < o Add more uncertainty into the training

42
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Adaptive Label Smoothing/Relaxation

Model is presumed to be becoming overconfident
e |Increase &
KL;.1— KL; < o Add more uncertainty into the training

Model is likely generalizing better
e Reduce
o Avoid over-regularization
o Preserve current model’'s confidence

43
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Adaptive Label Smoothing/Relaxation

Max o

Smoothing ¢

’-’___’__4/
——a
— 2

Min o

g

it
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Experimental setup

) ]
o (&
¥ NP
—o_ o e \ °
Noise-free (
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Experimental setup

.? ® . e ‘? ® .
c.@®.%0 .o %60

—9 @ » —9 ®
o ) @ &
Noise-free Low noise

A. Memariani (DICE): Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?

Moderate noise

High noise

46



L HEINZ NIXDORF INSTITUT
12\ PADERBORN UNIVERSITY

Experimental setup

®
* o% o . .
o
. D ‘ ® '. ‘
- ® ° ® ’ °
Noise-free
KGE Models KGE Models
Hard vs. Soft labels? Hard vs. Soft labels?
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Hard vs. Soft labels?

KGE Models -
Hard vs. Soft labels?
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Experimental setup

Models: DistMult, ComplEx, QMult, RotatE, MuRE, Keci
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Experimental setup

Models: DistMult, ComplEx, QMult, RotatE, MuRE, Keci

Datasets: UMLS, KINSHIP, WN18RR, NELL-995-h100, FB15K-237
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Experimental setup

Models: DistMult, ComplEx, QMult, RotatE, MuRE, Keci
Datasets: UMLS, KINSHIP. WN18RR, NELL-995-h100, FB15K-237

Random Noise ratios: 0.0 .. 0.64
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Experimental setup

Models: DistMult, ComplEx, QMult, RotatE, MuRE, Keci
Datasets: UMLS, KINSHIP. WN18RR, NELL-995-h100, FB15K-237

Random Noise ratios: 0.0 .. 0.64

‘ Hard: BCE
Loss functions: <

_Soft: Smoothing, Relaxation, Bayesian/Adaptive versions
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Results
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Example Result
Model: ComplEx | Dataset: UMLS

Loss
0.8]
O . 7 ] - Binary Cross Entropy
1 Label Smoothing
+ 0.6 ]
o 0.51 -Label Relaxation
s V.
Bayesian Label Smoothi
£ 0.4] I -y on e Smocthing
|G_) 0 3 -Bayesian Label Relaxation
Adaptive KL-based Smoothin
0.2 I Acep 3
Adaptive KL-based Relaxation
0.1
O O -Adaptive Conditional Smoothing

0
Noise Ratio
% BCE as the baseline
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Example Result
Model: ComplEx | Dataset: UMLS

Loss
0.8]
O 7 ] - Binary Cross Entropy
1 Label Smoothing
e 0.6 ]
s 0 . 5 ] - Label Relaxation
) - Bayesian Label Smoothing
|q_" 0 3 ] - Bayesian Label Relaxation
0 2 ] - Adaptive KL-based Smoothing
Adaptive KL-based Relaxation
0.1,
0.0 -Adaptive Conditional Smoothing

0 0.01
Noise Ratio
% BCE as the baseline
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Example Result
Model: ComplEx | Dataset: UMLS

0.8
0.7
= 0.6
Z 0.5
£0.4
£0.3
0.2
0.1/

0.0

0 0.01 0.02
% BCE as the baseline

Noise Ratio
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Loss

Binary Cross Entropy

Label Smoothing

Label Relaxation

Bayesian Label Smoothing
Bayesian Label Relaxation
Adaptive KL-based Smoothing

Adaptive KL-based Relaxation

Adaptive Conditional Smoothing
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Example Result
Model: ComplEx | Dataset: UMLS

0.8
0.7
= 0.6
Z 0.5
£0.4
£0.3
0.2
0.1/

0.0

0 0.01 0.02 0.04

Noise Ratio
% BCE as the baseline
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Loss

Binary Cross Entropy

Label Smoothing

Label Relaxation

Bayesian Label Smoothing
Bayesian Label Relaxation
Adaptive KL-based Smoothing

Adaptive KL-based Relaxation

Adaptive Conditional Smoothing
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Example Result
Model: ComplEx | Dataset: UMLS

Adaptive KL-based Smoothing

0.2]
0.1
0.0

Adaptive KL-based Relaxation

Loss
0.8
O 7 ] - Binary Cross Entropy
1 Label Smoothing
e 0.6 ]
= 0 _ 5 l - Label Relaxation
"J; 0.4 - Bayesian Label Smoothing
|_q_" 0 . 3 | - Bayesian Label Relaxation

Adaptive Conditional Smoothing

0 0.01 0.02 0.04 0.08

Noise Ratio
% BCE as the baseline
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Example Result
Model: ComplEx | Dataset: UMLS

Adaptive KL-based Smoothing

0.2]
0.1
0.0

Adaptive KL-based Relaxation

Loss

0.8

0.7 - Binary Cross Entropy
o 0 g 6 - Label Smoothing
o .
s 0.5] B Lavel Relaxation
"J; 0.4 - Bayesian Label Smoothing
|.q_" 0 . 3 | - Bayesian Label Relaxation

Adaptive Conditional Smoothing

0 0.01 0.02 0.04 0.08 O0.16

Noise Ratio
% BCE as the baseline
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Example Result

Model: ComplEx | Dataset: UMLS

0.8
0.7
= 0.6
Z 0.5
£0.4
£0.3
0.2
0.1/
0.0

0 0.01 0.02 0.04 0.08

Noise Ratio
% BCE as the baseline
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Loss

Binary Cross Entropy

Label Smoothing

Label Relaxation

Bayesian Label Smoothing
Bayesian Label Relaxation
Adaptive KL-based Smoothing
Adaptive KL-based Relaxation

Adaptive Conditional Smoothing
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Example Result

Model: RotatE | Dataset: UMLS

0.8
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= 06
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£0.4
0.3
0.2
0.1
0.0

0 0.01 0.02 0.04 0.08

Noise Ratio
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0.32

0.64
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Loss

Binary Cross Entropy

Label Smoothing

Label Relaxation

Bayesian Label Smoothing
Bayesian Label Relaxation
Adaptive KL-based Smoothing
Adaptive KL-based Relaxation

Adaptive Conditional Smoothing
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Example Result
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o
N
o

Test MRR

&=
o
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0.00

Model: Keci | Dataset: NELL-995-h100
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Loss

Binary Cross Entropy

Label Smoothing

Label Relaxation

Bayesian Label Smoothing
Bayesian Label Relaxation
Adaptive KL-based Smoothing
Adaptive KL-based Relaxation

Adaptive Conditional Smoothing
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Statistical Testing

e Beyond improvements, we assessed their significance
o Soft-label loss function that are better than BCE:
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Statistical Testing

e Beyond improvements, we assessed their significance
o Soft-label loss function that are better than BCE

e 38 noise ratios across 5 datasets, resulting in 48 groups
m Significant improvements across 41 out of 48 groups
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Conclusions

e Soft labels enable more robust link prediction under noisy data.

e Suitability of KL divergence for label smoothing.

e Bayesian optimization helps, but is expensive;
o Adaptive smoothing is better with less computational cost.
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Future works
e Focus on more structured inconsistencies:
o Systematic errors in information extraction
o Misalignments in ontological hierarchies

e Adaptive version of smoothing based on similarity among entities

e Hyper-parameter optimization based on other strategies
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Thank you ©

Adel Memariani
adel.memariani@upb.de

Data Science Group (DICE)
Heinz Nixdorf Institute
Paderborn University

Link Prediction Under Non-targeted Attacks: Do Soft Labels Always Help?

e Soft labels enable more robust link prediction under noisy data
e Suitability of KL divergence for label smoothing
e Bayesian optimization helps, but is expensive

o Adaptive smoothing is better with less computational cost
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Appendix
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Statistical Testing

e Significant improvements in link prediction performance across 41 out of 48 groups

| ComplEx | DistMult | Keci | MuRE | QMult | RotatE

PRReE
So &
® & N =

0.16

0.32

0.64 []
Wilcoxon signed-rank, p < 0.05, on MRR scores. Soft label-based loss functions that outperformed

BCE and are statistically significant. <>Adaptive Conditional Smoothing OAKLSAdaptive KL-based Smoothing
[CJL:SLabel Smoothing  <>BLR Bayesian Label Relaxation (JBLS Bayesian Label Smoothing

noise ratios
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Binary Class Entropy (BCE) Loss
e Targetas 100% true class, 0% everything else BN
0.8 S
£ 06 Binary
:;: 0.4 ////
0.2 ,’//
y 4
00100 00 0.0 00 00 00
Labels
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Label Smoothing (LS)

e Redistributes a small portion of the probability
mass uniformly across all other labels.
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Label Relaxation (LR)

Relaxed (not uniformly)

e Relax the target into a set of distributions \ Il A suficiently close distributon

-
-

e Aset of acceptable targets.
o Instead of a precise probability
o Labels vary within a range.

Prqbability

Labels

A
4 N\

Grt) — fp e POY) | p'(t | Byr) > 1—a)

Credal set of distributions that are
sufficiently close to the
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